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H&F Street Population Action Partnership - Referral Form

For cases of Anti-Social Behaviour from individuals of the borough’s street population where there is a significant impact on an individual or community.


Given that this referral is made on professional judgement, you should consider the eligibility criteria below.

ELIGIBILITY CRITERIA:
· Is an individual or community at serious risk of harm? (injury, damage to property etc.)
· Is there a significant impact on an individual or community (e.g. is the behaviour causing significant distress, impact on mental health, physical health or wellbeing)?
· Is there a need for the prevention or detection of a crime?
· Is an individual’s behaviour is having a detrimental effect, of a persistent or continuing nature, on the quality of life of those in the locality?
· Has previous involvement and interventions from relevant professionals been unsuccessful, or has the work to date has not resolved case to a satisfactory standard?
· Does the case involve entrenched rough sleeping?

If none of the above criteria apply, but the case is still deemed appropriate for referral, please provide detail:



	
	Yes

	1. Is there a domestic abuse element to the case?
	Consider a referral to the DA MARAC instead of/as well as to the CMARAC

	2. Do you have any safeguarding concerns?
	Refer to Adult’s safeguarding as well considering CMARAC

	3. Do you have any concerns regarding Child Sexual Exploitation?
	Refer to CSE panel and consider CMARAC

	4. Do you have any safe-guarding concerns, specifically in relation to self-neglect?
	Consider a referral to the High Risk panel

	5. Is there a gang violence/exploitation element to the case?
	Consider referral to the EGVE panel

	6. Do you have any concerns relating to cuckooing?
	Consider a referral to the H&F Cuckooing panel 

	7. Are there complexities involved for a client who is at risk of losing their home?
	Consider a referral to the Homelessness Prevention Panel

	8. As the referrer, have you explored all possible avenues to resolve the identified issues? 
	This must be considered before referring to SPAP

	Link in with other multi-agency panels as appropriate



	Details of individual making the referral

	Name:
	

	Job title:
	

	Organisation:
	

	Tel:
	

	Email:
	

	Details of individual being referred

	Name(s) (include any aliases)
	

	Male / Female / Transgender / Other
	

	Date of Birth
	

	Physical description (if DOB not known) and usual presentation of individual:
	

	Pregnant – Yes/ No?
	

	CHAIN number:
	

	Local connection (if known):
	

	Sleep site(s) [location and description (e.g. tents/cardboard etc.), frequency, dates, times etc.]
	

	Reason for rough sleeping (if known)
	

	Known support needs (substance abuse/alcohol/mental and physical health)
	

	Do they have a Disability (Defined by the Disability Discrimination Act (DDA) ‘a disabled person is someone who has a physical or mental impairment that has a substantial and long-term adverse effect on his or her ability to carry out normal day-to-day activities’)
	
 Yes                No

	Details of street activity

	Begging site(s) [location, frequency, dates, times, others in cohort, suspicion of begging gang or trafficking]

	

	Street drinking [incl. location, frequency, dates, times, others in cohort]:
	

	Risk factors (e.g. aggressive begging, self-neglect etc.):
	

	Safeguarding concerns:
	

	Working with other agencies or professionals? If so, in what capacity? (provide details of agency/professionals if known)?
	

	Details of actions taken so far
	

	Any other relevant background information
	

	Details of impact of street activity on individual/community

	Details of the impact of the street activity on an individual and/or community (i.e. Who is impacted (i.e. individuals, businesses, residents, schools etc.)? How is the individual/community impacted? How many people does the street activity impact? )
	



PLEASE READ AND COMPLETE AS YOUR REFERRAL MAY NOT BE ACCEPTED

	INFORMATION SHARING AND CONSENT
	Yes
	No

	Is the subject aware of the risk assessment and informed of SPAP referral?
If no, state why:  
	
	

	Has the subject been informed that their data will be processed by SPAP for the purposes of protecting their vital interests or the interests of others?
	
	

	Has information been given about the type of data that may be shared and with what organisations? 
For more information on what information you must give see the SPAP Privacy Notice and/or ISA
	
	

	If consent is not gained, please complete the SPAP Information Sharing Without Consent Form. 

	Signature of referrer
	

	Date (as signed by caseworker)
	

	Signature of manager
	

	Date (as signed by manager)
	



	SPAP Privacy Notice
In line with the General Data Protection Regulation framework (GDPR 2018) and the exemption on the basis that “providing the information to the individual would render impossible or seriously impair the achievement of the objectives of the processing” practitioners meet requirements around ‘the right to inform’ via the Privacy Notice. 
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ALL REFERRALS AND QUERIES:
spap@lbhf.gov.uk 
should be password protected 
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1. [bookmark: _Toc294406]Introduction

The legal basis for sharing personal information is enshrined in: 

(i) the General Data Protection Regulation ((EU) 2016/679) (“GDPR”), the Law Enforcement Directive (“LED”) and any national implementing laws, regulations, and secondary legislation, as amended from time to time; and 

(ii) the Data Protection Act 2018, to the extent that it relates to processing of personal data and privacy; and 

(iii) all applicable law about the processing of personal data and privacy 

(together the “Data Protection Legislation”), for example the laws that govern the services you deliver. 



Other legislation or regulations governing information sharing may also apply depending on the nature and scope of the data sharing initiative, including the Crime and Disorder Act, Section 75 National Health Service Act 2006, Caldicott Principles and the Local Government Act 1972. 



An information sharing agreement (this “Agreement”) is an operational document that governs the sharing of personal data between controllers.  The Agreement provides the details necessary to ensure the actual sharing of personal information complies with the Data Protection Legislation.  For example, what information will be shared, why, how and with whom.  



This Agreement sets out the framework for the sharing of personal data between the parties as data controllers.  Each party acknowledges that one party (the Discloser) will disclose to the other party (the Recipient) shared personal data collected by the Disclosure for the purposes set out at section 2 of this Agreement.



The Agreement is to be used where the sharing of personal information is essential to the delivery of a service or project.  





[bookmark: _Toc531171213]




2. [bookmark: _Toc294407]Objective and term of the agreement



Term

This Agreement shall apply from 1 October 2020 



Objective

This is the Information Sharing Protocol (ISP) to facilitate the secure and confidential sharing of information to support the multi-agency working of the Street Population Action Partnership (SPAP). 



Confident and effective information exchange is the key to multi-agency working in any sphere – nowhere more so than in partnerships for crime and disorder reduction and risk management.  The ability to effectively address high risk and complex anti-social behaviour relies on effective information sharing. The effectiveness of information exchange arrangements reflects the effectiveness of the partnership.



The Agreement sets out the legal grounds for information sharing between all agencies who have agreed to work together within the SPAP framework in accordance with the relevant legislation to:

· Facilitate the sharing of relevant information between the partners of the SPAP whilst safeguarding the legal rights of individuals with respect to confidentiality and privacy.

· Govern the use and management of information by the SPAP for developing and implementing crime reduction strategies; increasing the safety of those at risk and/or causing risk or harm; and enabling the protection of vulnerable people.

· Support the actions of the SPAP in relation to tackling entrenched rough sleeping and anti-social behaviour.

· Assist with the exchange of information to support the operation of other crime reduction and safeguarding activities within the partnership.



3. [bookmark: _Toc294408]Legal basis for sharing personal information 



The legal basis for sharing personal information is enshrined in the General Data Protection Regulation (GDPR) 2018 and the Data Protection Act 2018. 



General Data Protection Regulation 2018 

The lawful bases for processing are set out in Article 6 of the GDPR. There are six available lawful bases for processing, three of which have direct application for the SPAP:

· Public task: The processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.



Data Protection Act 2018 

The DPA 2018 empowers agencies to process personal data for safeguarding purposes lawfully, without consent where appropriate. They key powers for sharing information under the DPA 2018 are:

· To protect vital interests of the data subject; serious harm or matter of life or death (Schedule 8);

· For the administration of justice, usually bringing perpetrators to justice (Part 3 & Schedule 8); and

· For the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security (Part 3 s.31 & 35).



The SPAP relies on Amendment 85 of the DPA which provides a lawful ground for the processing of special category personal data – without consent if the circumstances justify it – where it is in the substantial public interest, and necessary for the purpose of: 

(i) Protecting an individual from neglect or physical, mental or emotional harm; or 

(ii) Protecting the physical, mental or emotional well-being of an individual. Where that individual is:

· a child or an adult at risk

· under 18 or,

· having needs for care and support,

· experiencing or at risk of neglect or any type of harm

· unable to protect themselves.



Other UK legislation that supports the CMARAC in lawfully sharing information: 

		Requirement 

		Legal authority 



		Prevention and detection of crime 

		s.115 Crime and Disorder Act 1998 



		In accordance with a court order 

		(so requests to share information must show why it is relevant for the purpose for which they are requested, including a Court Order) 



		Overriding public interest 

		Common law 



		Right to life 

Right to be free from torture or inhuman or degrading treatment 

		Human Rights Act, Articles 2 & 3 



		Prevention of Abuse and Neglect 

		The Care Act 2014 



		Person lacks the mental capacity to make the decision regarding consent 

		Mental Capacity Act 2005









4. [bookmark: _Toc531171214][bookmark: _Toc294409]Participating organisations to the agreement (the ‘Permitted Recipients’) 



The protocol should be signed by the Chief Officer, Data Controller or person with delegated responsibilities for that organisation. All signatories shall ensure that the protocol is implemented and adhered to within their organisation.



Below is a list of the SPAP member agencies covered by this agreement. All agencies are to comply with relevant legislation, to seek their own legal advice regarding information sharing and to use the data disclosed only for the agreed purposes.



SPAP Core Member Agencies

· [bookmark: _GoBack]London Borough of Hammersmith and Fulham (H&F) Housing Services

· H&F Community Safety

· Hammersmith and Fulham Metropolitan Police Service (MPS)

· Drug and Alcohol Wellbeing Service (DAWS)

· St Mungo’s

· EASL

· Turning Point



SPAP Non-Core Agencies

· Supported Housing Providers, Cyrenians, Look Ahead, Equinox.

· Homeless day Centre providers, Barons court project, The Upper room, Glassdoor

· Parks Police 

· Neighbourhood Wardens

· West London NHS Trust 





Core and agencies will receive the case list each month prior to the SPAP meeting to ensure relevant checks are undertaken about whether cases are known to that agency; non-core members will be provided with the case information appropriate to their involvement (i.e. for whichever case they are involved in supporting on an ad hoc basis). All core members attend every SPAP and contribute to information sharing and action planning, even where the case may not be directly known to their service. Core agencies will receive minutes and actions for all SPAP cases. Non-core agencies will only receive minutes/actions for cases known to their service. However, all agencies will sign this to allow for proper data sharing. 



Guest Agencies

Other agencies may be invited to attend or supply information to the SPAP if there is a case being discussed where they can provide relevant information and assist in the development and execution of the risk management plan; guest agencies can only attend if invited. If a guest agency refers a case to the SPAP, they may be invited to send a representative to the meeting. Any guest agency attending on this basis will be required to sign the information sharing and confidentiality statement at the beginning of the meeting. Guest agencies only attend for the case discussion of the specific case(s) they are attending for and only receive the relevant minutes and actions.




5. [bookmark: _Toc531171215][bookmark: _Toc294410]Purpose(s) for which information is to be shared (the ‘Agreed Purpose’)



Purpose

The purpose of sharing information in the SPAP process is to safeguard individuals impacted by anti-social behaviour, or to support individuals at risk and/or causing risk or harm. The processing and analysis of information is essential for identifying and limiting the activities of those committing crime and disorder along with the associated problems which adversely affect community safety and quality of life.  The exchange of appropriate information is fundamental to the success of any strategy implemented for the purposes of reducing crime and disorder and safeguarding at-risk individuals.



The opportunities for information exchange therefore:

· Assist strategic and tactical planning to disrupt crime

· Increase the safety of victims and enable the protection of vulnerable adults 

· Assist Crime and Disorder partnerships to implement the provisions of the Crime and Disorder Act 1998 and other subsequent legislation.

· Assist agencies to exchange information, where a power exists to do so, in accordance with the Data Protection Act and in accordance with Human Rights legislation.







6. [bookmark: _Toc531171216][bookmark: _Toc294411]Types of information to be shared (the ‘Shared Personal Data’) 



Information may relate to the individuals at risk and/or causing risk or harm. The SPAP processes non-personal and personal data, including special category data and criminal offence data. 



'Personal data’ means any information relating to an identified or identifiable natural person.



Special category data is personal data which the GDPR says is more sensitive, and so needs more protection. In order to lawfully process special category data, you must identify both a lawful basis under Article 6 and a separate condition for processing special category data under Article 9. These do not have to be linked.



Criminal offence data includes the type of data about criminal allegations, proceedings or convictions. You must still have a lawful basis for your processing under Article 6, in exactly the same way as for any other personal data, however you will also need to comply with Article 10.



This data is collected to protect people referred to SPAP.  The data includes personal data such as:

· Subject surname

· Subject forename

· Subject gender

· Subject address

· Subject date of birth

· Subject physical description 

· Subject IC code

· Subject CHAIN number 

· Subject local connection 

· Subject rough sleeping related information (i.e. sleep sites, reason for rough sleep-ing)

· Subject known support needs 

· Subject street activity related information (i.e. begging sites, street drinking, risk factors, safeguarding concerns)

· Previous engagement of subject with professional agencies 

· Subject physical and mental health information 

· Subject criminal offending history



		Non-Personal Data

		Personal Data

		Special Category Data

		Criminal Offence Data



		Address without a name

		Name and surname

		Ethnicity

		Criminal allegations or convictions



		

		Address

		Disability

		Police call-outs



		

		Email address

		Mental Health

		Bail conditions



		

		Rough-sleeping/housing related information 

		Substance (mis)use

		Court proceedings



		

		Details about anti-social behaviour

		Health data

		Court orders











7. [bookmark: _Toc294412]Data handling requirements



7.1 Secure Sharing of Information

Information shared between partners is of a sensitive nature. It is imperative that all partners who regularly share information have access to secure email. All information will be shared electronically via secure email. 



7.2 Storage, Retention and Destruction

Data will be clearly marked and kept securely within a password protected computer system.

H&F SPAP members will use electronic copies only. If any other data controllers (i.e. non-H&F SPAP members) are unable to avoid the use of hard copies there will be a minimum security requirement for all agencies to store the hard copies within a lockable cabinet within a room with a door that is locked and secured when the premises is vacant.



Once information has been shared, the recipient and the entity from where the recipient works will become responsible for that information. Each recipient agency will therefore be responsible for the storage, retention, and subsequent destruction of the information. Partner agencies are required to have their own retention policies. The storage, retention and destruction of information should be in accordance with the agency’s own policy. Similarly, if other controllers (non-H&F SPAP members) are using a third party to process their data, they will be expected to ensure that their third party honours the storage, retention and destruction policies as set out in this ISA. 



Controllers will be expected to routinely delete emails if they are no longer needed (i.e. if the data has been transferred to the appropriate database).



Data obtained from another partner will not be transferred into another format and published onto websites or social networks.



Each partner organisation shall at all times keep confidential all data supplied pursuant to this protocol.



7.3 Data subject access requests / Requests for information

The General Data Protection Regulations gives individuals the right to obtain a copy of the information that organisations hold on them. However, under the Data Protection Act 2018, there are exemptions from the right of access.



Agencies should consult their own information governance teams with regards to subject access requests, taking into consideration provisions of this protocol. 



The SPAP is not a legal entity and the owner of information shared within the SPAP is the original supplying agency. Therefore, when agencies receive data access requests relating to information shared through the SPAP, it is necessary to involve the agencies who control that information in deliberations about information to be shared. Agencies are expected to have their own policy and procedures for responding to data access requests. 



Any request for information (including subject access requests or freedom of information requests) recorded at the SPAP may only be shared with the consent of all agencies that supplied information to the SPAP. Individual agencies should seek advice from the SPAP Chair/Coordinator prior to sharing any information.



8. [bookmark: _Toc531171218][bookmark: _Toc294413]Data protection legislation and guidance



The Data Protection Legislation governs the protection and use of personal information identifying living individuals.  It gives individuals rights in relation to the handling of their personal information by organisations. 



This Agreement does not seek to supersede the principles and regulatory framework that is the Data Protection Legislation, any subordinate or related legislation, orders, or judgements.  In the event of conflict between any part of this Agreement and any legislative or policy requirement in place, the latter will take precedence and that part of the Agreement deemed to be in conflict will be considered suspended until the Agreement is reviewed and, if necessary, revised.



Each party shall comply with all the obligations imposed on a controller under the Data Protection Legislation.





9. [bookmark: _Toc294414]Practical application of the Data Protection Legislation

[bookmark: _Toc513556215][bookmark: _Toc521060215][bookmark: _Toc531171220]The key principles of the Data Protection Legislation

The key principles of the Data Protection Legislation shall be complied with and details are available in Appendix B.



[bookmark: _Toc513556216][bookmark: _Toc521060216][bookmark: _Toc531171221]Mutual Assistance

1. [bookmark: _Toc513556217][bookmark: _Toc515632215][bookmark: _Toc521060217][bookmark: _Toc534277635][bookmark: _Toc534277686][bookmark: _Toc534277760][bookmark: _Toc534288828][bookmark: _Toc534288867][bookmark: _Toc534291790][bookmark: _Toc534291838][bookmark: _Toc282369][bookmark: _Toc285069][bookmark: _Toc290147][bookmark: _Toc291437][bookmark: _Toc291463][bookmark: _Toc294415]

1. [bookmark: _Toc513556218][bookmark: _Toc515632216][bookmark: _Toc521060218][bookmark: _Toc534277636][bookmark: _Toc534277687][bookmark: _Toc534277761][bookmark: _Toc534288829][bookmark: _Toc534288868][bookmark: _Toc534291791][bookmark: _Toc534291839][bookmark: _Toc282370][bookmark: _Toc285070][bookmark: _Toc290148][bookmark: _Toc291438][bookmark: _Toc291464][bookmark: _Toc294416]

1. [bookmark: _Toc513556219][bookmark: _Toc515632217][bookmark: _Toc521060219][bookmark: _Toc534277637][bookmark: _Toc534277688][bookmark: _Toc534277762][bookmark: _Toc534288830][bookmark: _Toc534288869][bookmark: _Toc534291792][bookmark: _Toc534291840][bookmark: _Toc282371][bookmark: _Toc285071][bookmark: _Toc290149][bookmark: _Toc291439][bookmark: _Toc291465][bookmark: _Toc294417]

1. [bookmark: _Toc513556220][bookmark: _Toc515632218][bookmark: _Toc521060220][bookmark: _Toc534277638][bookmark: _Toc534277689][bookmark: _Toc534277763][bookmark: _Toc534288831][bookmark: _Toc534288870][bookmark: _Toc534291793][bookmark: _Toc534291841][bookmark: _Toc282372][bookmark: _Toc285072][bookmark: _Toc290150][bookmark: _Toc291440][bookmark: _Toc291466][bookmark: _Toc294418]

1. [bookmark: _Toc513556221][bookmark: _Toc515632219][bookmark: _Toc521060221][bookmark: _Toc534277639][bookmark: _Toc534277690][bookmark: _Toc534277764][bookmark: _Toc534288832][bookmark: _Toc534288871][bookmark: _Toc534291794][bookmark: _Toc534291842][bookmark: _Toc282373][bookmark: _Toc285073][bookmark: _Toc290151][bookmark: _Toc291441][bookmark: _Toc291467][bookmark: _Toc294419]

1. [bookmark: _Toc513556222][bookmark: _Toc515632220][bookmark: _Toc521060222][bookmark: _Toc534277640][bookmark: _Toc534277691][bookmark: _Toc534277765][bookmark: _Toc534288833][bookmark: _Toc534288872][bookmark: _Toc534291795][bookmark: _Toc534291843][bookmark: _Toc282374][bookmark: _Toc285074][bookmark: _Toc290152][bookmark: _Toc291442][bookmark: _Toc291468][bookmark: _Toc294420]

1. [bookmark: _Toc513556223][bookmark: _Toc515632221][bookmark: _Toc521060223][bookmark: _Toc534277641][bookmark: _Toc534277692][bookmark: _Toc534277766][bookmark: _Toc534288834][bookmark: _Toc534288873][bookmark: _Toc534291796][bookmark: _Toc534291844][bookmark: _Toc282375][bookmark: _Toc285075][bookmark: _Toc290153][bookmark: _Toc291443][bookmark: _Toc291469][bookmark: _Toc294421]

1. [bookmark: _Toc513556224][bookmark: _Toc515632222][bookmark: _Toc521060224][bookmark: _Toc534277642][bookmark: _Toc534277693][bookmark: _Toc534277767][bookmark: _Toc534288835][bookmark: _Toc534288874][bookmark: _Toc534291797][bookmark: _Toc534291845][bookmark: _Toc282376][bookmark: _Toc285076][bookmark: _Toc290154][bookmark: _Toc291444][bookmark: _Toc291470][bookmark: _Toc294422]

1. [bookmark: _Toc513556225][bookmark: _Toc515632223][bookmark: _Toc521060225][bookmark: _Toc534277643][bookmark: _Toc534277694][bookmark: _Toc534277768][bookmark: _Toc534288836][bookmark: _Toc534288875][bookmark: _Toc534291798][bookmark: _Toc534291846][bookmark: _Toc282377][bookmark: _Toc285077][bookmark: _Toc290155][bookmark: _Toc291445][bookmark: _Toc291471][bookmark: _Toc294423]

8. [bookmark: _Toc513556226][bookmark: _Toc515632224][bookmark: _Toc521060226][bookmark: _Toc534277644]

[bookmark: _Toc513556227][bookmark: _Toc515632225][bookmark: _Toc521060227]Each party to assist the other in complying with all applicable requirements of the Data Protection Legislation. In particular, each party shall:



[bookmark: a170227][bookmark: _Toc513556228][bookmark: _Toc515632226][bookmark: _Toc521060228]consult the other party about any notices given to data subjects in relation to the Shared Personal Data;

[bookmark: a757979][bookmark: _Toc513556229][bookmark: _Toc515632227][bookmark: _Toc521060229]promptly inform the other party about the receipt of any data subject access request;

[bookmark: a810172][bookmark: _Toc513556230][bookmark: _Toc515632228][bookmark: _Toc521060230]provide the other party with reasonable assistance in complying with any data subject access request;

[bookmark: a610138][bookmark: _Toc513556231][bookmark: _Toc515632229][bookmark: _Toc521060231]not disclose or release any Shared Personal Data in response to a data subject access request without first consulting the other party wherever possible;

[bookmark: a221960][bookmark: _Toc513556232][bookmark: _Toc515632230][bookmark: _Toc521060232]assist each other in responding to any request from a data subject and in ensuring compliance with its obligations under the Data Protection Legislation with respect to security, breach notifications, impact assessments and consultations with supervisory authorities or regulators;

[bookmark: a284647][bookmark: _Toc513556233][bookmark: _Toc515632231][bookmark: _Toc521060233]notify the other party without undue delay on becoming aware of any breach of the Data Protection Legislation;

[bookmark: a393361][bookmark: _Toc513556234][bookmark: _Toc515632232][bookmark: _Toc521060234]at the written direction of the Discloser, delete or return Shared Personal Data and copies thereof to the Discloser on termination of this agreement unless required by law to store the personal data;

[bookmark: a948971][bookmark: _Toc513556235][bookmark: _Toc515632233][bookmark: _Toc521060235]use compatible technology for the processing of Shared Personal Data to ensure that there is no lack of accuracy resulting from personal data transfers;

[bookmark: a793840][bookmark: _Toc513556236][bookmark: _Toc515632234][bookmark: _Toc521060236]maintain complete and accurate records and information to demonstrate its compliance with this clause 9.2; and

[bookmark: a417328][bookmark: _Toc513556237][bookmark: _Toc515632235][bookmark: _Toc521060237]provide the other party with contact details of at least one employee as point of contact and responsible manager for all issues arising out of the Data Protection Legislation, including the joint training of relevant staff, the procedures to be followed in the event of a data security breach, and the regular review of the parties' compliance with the Data Protection Legislation.



[bookmark: _Toc513556238][bookmark: _Toc521060238][bookmark: _Toc531171222]Notifying data subjects of legal basis of processing

Individuals must be made aware that their information will be shared for the purpose of this Agreement; data subjects will be notified via a Privacy Notice which will be publicly available on the H&F website. 



Each party shall:



(i) ensure that it has all necessary notices and consents in place to enable lawful transfer of the shared personal data to the permitted recipients for the purposes of this Agreement;



(ii) give full information to any Data Subject (individual) whose personal data may be shared under this agreement and the nature of any processing that may be undertaken.  This includes giving notice that, on termination of this Agreement, personal data relating to them may be retained by or, transferred to one or more of the permitted recipients, their successors, and assignees; and



(iii) consult with the other party about any notices given to Data Subjects in relation to the Shared Personal Data.



Each party shall ensure that it has identified a legal basis for processing the Shared Personal Data pursuant to the Data Protection Legislation.



Each party shall:



0. [bookmark: a687583][bookmark: _Toc513556239][bookmark: _Toc515632237][bookmark: _Toc521060239]process the Shared Personal Data only for the Agreed Purposes;

[bookmark: a919437][bookmark: _Toc513556240][bookmark: _Toc515632238][bookmark: _Toc521060240]not disclose or allow access to the Shared Personal Data to anyone other than the Permitted Recipients;

[bookmark: a660460][bookmark: _Toc513556241][bookmark: _Toc515632239][bookmark: _Toc521060241]ensure that all Permitted Recipients are subject to written contractual obligations concerning the Shared Personal Data (including obligations of confidentiality) which are no less onerous than those imposed by this agreement;

[bookmark: a584972][bookmark: _Toc513556242][bookmark: _Toc515632240][bookmark: _Toc521060242]ensure that it has in place appropriate technical and organisational measures, reviewed, and approved by the other party, to protect against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

[bookmark: a835129][bookmark: _Toc513556243][bookmark: _Toc515632241][bookmark: _Toc521060243]not transfer any personal data received from the Discloser outside the EU unless the transferor:

[bookmark: a397071]complies with the provisions of Articles 26 of the GDPR (in the event the third party is a joint controller); and

[bookmark: a828794]ensures that (i) the transfer is to a country approved by the European Commission as providing adequate protection pursuant to Article 45 GDPR; (ii) there are appropriate safeguards in place pursuant to Article 46 GDPR; or (iii) one of the derogations for specific situations in Article 49 GDPR applies to the transfer.



Special categories of personal data 



Special categories of personal data include personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs or trade union membership, and the processing of genetic data, biometric data for unique identification of a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation.  



The processing of these special categories of personal data is prohibited except for in certain circumstances set out in Appendix C.



In either case where consent has been sought, it is important to note that individuals are entitled to withdraw their consent at any time.  Where an individual contacts the participating organisation/department to withdraw their consent or object to the processing - subject to any exemptions that may apply - the participating organisation/department must advise all other parties to this Agreement and the individual’s data must not be handled for the purpose(s) of this data sharing arrangement.

[bookmark: _Toc513556244][bookmark: _Toc521060244][bookmark: _Toc531171226]Disclosure to third parties

Personal information should only be disclosed for the purpose identified in section 4 (Purpose for which information is to be shared) and in accordance with what the individual has been told.  The rights of Data Subjects are restricted in several circumstances.  These include where: 

· the disclosure is necessary for the purposes of actual or prospective legal proceedings, or obtaining of legal advice or establishing, exercising, or defending legal rights (Sch 2 Para 5 DPA 2018); 

· the disclosure consists of information which is required by law to be made publicly available (Sch 2 Para 5 DPA 2018); and

· the disclosure is required by an enactment, rule of law or by order of the court/tribunal (Sch 2 Para 5 DPA 2018). 

[bookmark: _Toc513556245][bookmark: _Toc521060245]Related legislation



The Common Law Duty of Confidentiality

The Common law duty of confidentiality may apply to a large amount of information obtained by an organisation. As a general principle the duty arises where a person receives information in situations where it is known or can be taken to be known that the information is to be treated as confidential.



Whenever information is obtained in circumstances where a duty of confidence is to be inferred, there is a legal duty to respect the confidentiality of information provided and not to disclose it to third parties without consent, unless an overriding public interest requires it. Under common law there is a duty to act reasonably and in a manner that is proportionate to the aim. Information obtained in confidence should not be disclosed than is necessary in the interests of the individual.



Generally, it will be possible to satisfy legal obligations under the common law duty of confidentiality if the personal information is handled in a manner that complies with the obligations as set out in the Data Protection Act.



The Human Rights Act 1998

The Human Rights Act prohibits interference by a public authority with the private and family life of individuals, their homes and correspondence, save where that interference is lawful and necessary in a democratic society, public safety, the protection of rights and freedoms of others, the prevention of disorder or crime and the protection of health and morals.



Interference with an individual’s privacy must not be disproportionate even where it is in pursuit of such aims as allowed by the Human Rights Act. In addition, the handling of an individual’s personal information should only be limited to pursue the objectives for which the information was collected.



[bookmark: _Toc355872703][bookmark: _Toc359228747][bookmark: _Toc513556246][bookmark: _Toc515632244][bookmark: _Toc521060246]Freedom of Information Act 2000/Protection of Freedoms Act 2012 (part 6: freedom of information and data protection)

[bookmark: _Toc355872704][bookmark: _Toc359228748][bookmark: _Toc513556247][bookmark: _Toc515632245][bookmark: _Toc521060247]The Freedom of Information Act (FOIA) provides for a general right of access to official information held by public authorities (subject to the exemptions contained in the FOIA), and as each of the partners is a public authority there is a statutory duty to handle requests for information in accordance with the framework of the FOIA. Where the data sharing Protocol involves another public authority(s), it will be the duty of the recipient public authority to handle the request in accordance with the legislation. Each signatory should make proper arrangements to enable information to be shared and disclosed in relation to non-personal data.



The Protection of Freedoms Act (part 6) extends the FOIA in the following ways for the UK:

· section 102: the release and publication of datasets held by public authorities

· section 103: definition of “publicly owned company”



10. [bookmark: _Toc294424]Complaints and breaches



10.1 Complaints

Complaints regarding the SPAP process should be referred to the relevant agency’s SPAP representative or the SPAP Coordinator/Chair. 



The SPAP Coordinator/Chair will seek to resolve the complaint with the relevant agency. If this is not possible, the complaint may be escalated to Rough Sleeping Delivery Board chaired by the Assistant Director for Housing Management, which is the strategic body that oversees the SPAP. 



Individuals retain the right to raise a complaint with the Information Commissioner or the statutory Ombudsman. 

 

10.2 Breaches

Partner agencies agree that any breach of confidentiality will seriously undermine and affect the credibility of the SPAP and broader partnership and information sharing arrangements and render us liable for breach of the law. 



Partner agencies undertake at all times to comply with data protection and other legal requirements relating to confidentiality.  All agencies retain responsibility for managing their own staff’s compliance with this protocol. All agencies must have internal disciplinary policies in place for dealing with security breaches. The SPAP Coordinator/Chair should be advised of breaches of this protocol.



All parties to this agreement are aware that in extreme circumstances, noncompliance with the terms of this agreement may result in the agreement being suspended or terminated. 



11. [bookmark: _Toc294425][bookmark: _Toc531171231][bookmark: _Toc513556249]Accountability under this agreement: Roles and responsibilities



11.1 Authorised officer

This Agreement must be signed by the H&F Information Asset Owner or Director for each participating or the lead directorate and partner organisation (see Appendix A). 



11.2 [bookmark: _Toc513556250]Designated senior officer or Contract Manager

Each Authorised Officer to nominate at least one senior officer in for each participating or the lead directorate in H&F and partner organisation responsible for agreeing amendments to the Agreement, monitoring and reviewing its operation and ensuring compliance. Designated senior officers and contact details are listed at Appendix D.



11.3 [bookmark: _Toc513556251][bookmark: _Toc531171233]Staff obligations

It is the responsibility of each participating organisation/department to ensure that staff with authorised access to the data covered by this Agreement are aware of their obligations under the Data Protection Legislation to safeguard that information. Staff should be aware that breach of the controls contained within this Agreement could be a matter for disciplinary action and may provide grounds for a complaint under the Data Protection Legislation against them which may result in criminal or civil action against them.





11.4 [bookmark: _Toc513556252]Review of the Agreement

All elements of this Agreement will be reviewed every 12 months.



11.5 [bookmark: _Toc513556253]Withdrawal from the Agreement

If any party wishes to withdraw from this Agreement, they must give six weeks written notice of this intent.   Letters will be addressed to the signatories of the Agreement at the addresses shown in Appendix A.  Individuals whose data has been hitherto shared must be informed where a participating organisation/department has withdrawn from the data sharing arrangement.



[bookmark: _Toc531171237]Any Party who withdraws must ensure that all data is reviewed and deleted.





[bookmark: _Toc294426]
Appendix A: The Agreement contract



H&F information sharing agreement between:

London Borough of Hammersmith and Fulham (LBHF)

Hammersmith and Fulham Metropolitan Police Service (MPS)

H&F Outreach Team

Drug and Alcohol Wellbeing Service (DAWS)

Turning Point

St Mungo’s

EASL



We, the undersigned, do hereby agree to implement the full range of measures outlined in this Agreement.



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

Date:		

For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		







For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		





For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		







For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		



For and on behalf of ……………



Signature:			

Name:			

Position:		

Address:		

		

		

Date:		











For and on behalf of ……………





Signature:			

Name:			

Position:		

Address:		

		

		

Date:		





[bookmark: _Toc531171238][bookmark: _Toc294427]
Appendix B: The Data Protection Principles 



Article 5 of the General Data Protection Regulation sets out the key principles relating to the protection of personal data and is replicated below.  You should consider whether any other legislation (including the LED or Data Protection Act 2018) applies to your project and ensure compliance with the key principles set out in such legislation.

1. Personal data shall be: 

a. processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);

b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);

c. adequate, relevant, and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

d. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);

e. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

f. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction, or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).







[bookmark: _Toc531171239]
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[bookmark: _Toc294428]Appendix C: Processing of special categories of personal data 

1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for unique identification of a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies: 

a. the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject;

b. processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law as far as it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the interests of the data subject;

c. processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent;

d. processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects;

e. processing relates to personal data which are manifestly made public by the data subject;

f. processing is necessary for the establishment, exercise or defense of legal claims or whenever courts are acting in their judicial capacity;

g. processing is necessary for reasons of substantial public interest, based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject;

h. processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services based on Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;

i. processing is necessary for reasons of public interest in public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, based on Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy;

j. processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

3. Personal data referred to in paragraph 1 may be processed for the purposes referred to in point (h) of paragraph 2 when those data are processed by or under the responsibility of a professional subject to the obligation of professional secrecy under Union or Member State law or rules established by national competent bodies or by another person also subject to an obligation of secrecy under Union or Member State law or rules established by national competent bodies.

4. Member States may maintain or introduce further conditions, including limitations, about the processing of genetic data, biometric data or data concerning health.





[bookmark: _Toc531171241][bookmark: _Toc294429]Appendix D: Designated Officers

		PARTICIPATING ORGANISATION/DEPARTMENT

		NAME OF DESIGNATED OFFICER

		POSITION AND RESPONSIBILITY

		CONTACT DETAILS
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SPAP Privacy Notice 



18th October 2020



Who we are and how to contact us:

We're the London Borough of Hammersmith and Fulham’s (H&F’s) Street Population Action Partnership SPAP, which is run by H&F’s Housing & Community Safety teams. H&F is one of the Controllers for the personal data the SPAP processes. 



Our Information Commissioner’s Office (ICO) registration number is: Z5124889



You can contact SPAP by emailing: SPAP@lbhf.gov.uk 



You can contact H&F in many ways, our Contact us page gives general council contact information including our switchboard phone number and our address.



Please see Your data rights for:

· how to contact us to exercise your data rights (for example, to access your data by making a subject access request (SAR)) or if you’re unhappy with how we use your data or comply with your data rights

· how to contact our Data Protection Officer (DPO).



What we collect and process:

We process and collect either data you’ve given us directly as well as data we get from other agencies. 



Data we collect directly and indirectly:

· Personal demographic information, for example name, address, gender, DOB

· Housing and homelessness, for example, CHAIN number, local connection etc. 

· Police information 

· Criminal history

· Medical information 

· Housing/homelessness information 



Why we collect personal information and how this data will be used 

The H&F SPAP collect personal information in order to provide tailored support to members of the street population. Data will be used by H&F and partner agencies in order to develop support plans. 



How we collect personal information: 

We collect information through information sharing with other services and partners. We might also collect information from you directly, such as contact details. 



The lawful basis for the information we collect:

The H&F SPAP collects and processes personal data on the legal basis that the processing ‘'is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller' (Article 6(1)(e) of the General Data Protection Regulation 2018).





Some of your data we process contains special category data such as health information; the purpose and legal basis for processing it is: 

· GDPR Article 9.2(g) - ‘processing is necessary for reasons of substantial public interest’.

· Data Protection Act (2018) Schedule 1 Part 2 - ‘substantial public interest’ conditions: 

· Section 6(2) Statutory etc and government purposes; 

· Section 7(a) Administration of justice and parliamentary purposes; 

· Section 10(1)(2)(3) Preventing or detecting unlawful acts;



Some of your data we process contains criminal offence data such as criminal criminal offences, or criminal convictions and sentences; the purpose and legal legal basis for

processing it is:

· GDPR Article 10 establishes the purpose and legal basis for processing criminal offence data. Data Protection Act (2018) 

· Schedule 1 Part 2 ‘substantial public interest’ conditions:





Your rights

The General Data Protection Regulation and the Data Protection Act 2018 affords you rights which you can access free of charge.



You have the right to:

· be informed – we do this through this privacy notice

· access your data

· have us change incorrect or incomplete data



You also have the right to make a complaint to the Information Commissioners Office if you think we are handling your information inappropriately



Under certain circumstances you may also be entitled to:

· Ask us to delete information we hold about you.

· Have your information transferred electronically to yourself or to another organisation.

· Object to decisions made on the basis of that data which significantly affect you.

· Object to how we are using your information.

· Restrict how we use your information.



We will endeavour to comply with your request, however, do note that there are some exceptions to the above rights. In some cases, we may need to keep hold of your information to comply with other legal duties. Note that any request for us to restrict or cease processing of your data may affect service delivery to you.





Who will your data be shared with:

Your data will only be shared with relevant professionals. These can include: the police, relevant charities, and commissioned services. The information will be shared securely and only when it is necessary to do so.



We will share personal information with law enforcement or other authorities if required to do so by applicable law.



Your data will not be shared outside of the United Kingdom.



How your data will be stored and for how long:

Your data will be stored in electronic form on a secure local authority computer database for six years in accordance with the London Borough of Hammersmith and Fulham corporate retention policy. After this period the information will be reviewed and only kept if there is an ongoing requirement to do so.



We have appropriate security measures in place to prevent your personal information from being lost, used or accessed by other parties. We limit access to your information only to those who have a genuine business need to access it. Anyone processing your information is required to do so in a secure way and is bound by a duty of confidentiality.





Who to contact to make a complaint or ask further questions about the way we use your personal data:



If you have any further questions about what information the SPAP team holds about you and how we use it, you may contact us at SPAP@lbhf.gov.uk. The team will then refer you to the party that holds your data.



If you are unhappy with how your data is being processed, you can lodge a complaint with the Hammersmith and Fulham In Touch team at handfintouch@lbhf.gov.uk



If you wish to exercise your rights under the General Data Protection Regulation, you may contact the Hammersmith and Fulham In Touch team at handfintouch@lbhf.gov.uk or the SPAP team at spap@lbhf.gov.uk



If you are not satisfied with the SPAP teams’ response you have a right to complain to the H&F Information Commissioner’s Office or by calling the helpline at 0303 123 1113.



Find out more about your rights under the General Data Protection Regulation on the Information Commissioner’s website.



What if this notice changes?



If we make a big change to what personal data we process, how or why we process it, or who processes it we’ll update this notice. 
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